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Theory Outline
Weeks Material Covered
Week 1 What is a network? Types of networks. Basic network mponents. Network Security Basics.
Understanding network threats. Network Troubleshooting
Week 2 banking: ATM and debit card services, phone banking, SMS banking, electronic alert, mobile banking.
Week 3 software problems that computer users encounter. Basic troubleshooting techniques and tools for
Week 4 diagnosing and resolving issues
Week S Introduction to Al: Definition of Al, History of Al, Al techniques and approaches, challenges, and
Week 6 ethical considerations.
Week 7
Al in Our Daily Lives: Al in smartphones and virtual assistants like Siri or Google Assistant.
Week 8
Week 9
Week 10 Artificial intelligence in cybersecurity: tools for detecting hacking and cybercrime, automation of
security tasks, in-depth code analysis
Week 11
Week 12 | arand Society: How Al affects social, international relations, Al and the future of humanity.
Week 13 | Ethical Challenges in Al: Al ethics, privacy and surveillance, the impact of Al on the job market.
Week 14 The Future of Al: Future trends in Al, recent research, and emerging technologies.
Week 15 | Artificial intelligence tools to detect hacking

olenll il




Theory Outline

Weeks Material Covered

Week 1 What is a network? Types of networks. Basic network mponents. Network Security Basics.
Understanding network threats. Network Troubleshooting

Week 2 banking: ATM and debit card services, phone banking, SMS banking, electronic alert, mobile banking.

Week 3 software problems that computer users encounter. Basic troubleshooting techniques and tools for

Week 4 diagnosing and resolving issues

Week 5 Introduction to Al: Definition of Al, History of Al, Al techniques and approaches, challenges, and

Week 6 ethical considerations.

Week 7
Al in Our Daily Lives: Al in smartphones and virtual assistants like Siri or Google Assistant.

Week 8

Week 9

Week 10 Artificial intelligence in cybersecurity: tools for detecting hacking and cybercrime, automation of
security tasks, in-depth code analysis

Week 11

WEEk 12 Al and Society: How Al affects social, international relations, Al and the future of humanity.

WEEk 13 | Ethical Challenges in Al: Al ethics, privacy and surveillance, the impact of Al on the job market.

Week 14 The Future of Al: Future trends in Al, recent research, and emerging technologies.

Week 15

Artificial intelligence tools to detect hacking
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Introduce the fundamental concepts of computer networks, including
protocols, IP addressing, network devices, and topology. This course builds
the foundation for understanding secure networking, which will be covered in
later courses.

- Bl qalal) -

Theory Outline

Weeks Material Covered

Week 1 | Introduction to Networking

Week 2 | Overview of LAN, WAN, MAN with Real-Life Examples

Week 3 OSI Model vs. TCP/IP Model

Week 4 | IP Addressing and Subnetting

Week 5 | Ethernet and Cabling Standards

Week 6 | Switching Basics

Week 7 | Routing Basics

Week 8 Network Protocols

Week 9 Mid-term Exams

Week 10 | DHCP and DNS

Week 11 | MAC Addressing and ARP

Week 12 | Wireless Networking, WPA and WPA2

Week 13 | Routing Protocols (RIP, OSPF)

Week 14 | Network Monitoring

Week 15 Final Review and Assessment

JEEPTINRIN]



packet tracer

Lab Activities

Weeks Material Covered

Week 1 | Set up a simple home network using a router and connect
multiple devices.

Week 2 | Create diagrams of LAN, WAN, and MAN networks using real-
world scenarios.

Week 3 | Use Wireshark to capture packets and identify OSI/TCP/IP
layer information.

Week 4 | Practice subnetting exercises and configure IP addresses on
network devices.

Week 5 | Identify Cat5e, Cat6, and fiber optic cables, and test connectivity
between devices.

Week 6 | Set up VLANSs and configure switch ports in a lab environment.

Week 7 | Configure static routes on routers to connect different subnets.

Week 8 | Analyze protocols (like HTTP, FTP, ICMP) using Wireshark
packet captures.

Week 9 | Mid-term Exams

Week10 | Set up a DNS server and DHCP server to assign IPs dynamically.

Week1l | Use the arp command to map IP addresses to MAC addresses
and observe ARP tables.

Week12 | Configure a secure Wi-Fi network using WPA2 and capture
handshake packets.

Week13 | Configure dynamic routing with RIP and OSPF on Cisco routers
or simulators.

Week 14 | Use tools like NetFlow, SNMP, or Wireshark to monitor network
traffic.

Week 15 | Final report
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The main strategy that will be adopted in delivering this module is to encourage students’
participation in learning and developing their skills in programming and logic thinking,
while at the same time refining and expanding their critical thinking skills. This will be
achieved through classes, interactive tutorials and by considering type of lab experiments

involving assignments and project design activities that are interesting to the students.

- Lﬁ)ﬂ‘ ‘.ASIA.J‘ -

Theory Outline

Weeks Material Covered
Week 1 Introduction to Python
Week 2 Data Types and Variables
Week 3 Operators and Expressions
Week 4 Control Flow: If-else
Week 5 Loops (for, while)
Week 6 Functions
Week 7 Strings
Week 8 Lists and Dictionaries
Week 9 Mid term Exams
Week 10 File Handling
Week 11 Exception Handling
Week 12 Modules and Packages
Week 13 Object-Oriented Programming
Week 14 Basics of GUI in Python




Weeks

Material Covered

Week 1 Setting up Python Environment

Week 2 Practice with Variables

Week 3 Coding Arithmetic and Logic, Basic Math Programs
Week 4 Writing Conditional Programs

Week 5 Implementing Loops

Week 6 Creating Custom Functions

Week 7 String Manipulation

Week 8 Managing Data Structures

Week 9 Mid term Exams
Week 10 Read/Write Operations

Week11 Error Handling Practice

Week12 Using Python Libraries

Week13 Defining Classes and Objects

Week14 Building Simple GUIs, tkinter’

Week 15 Implement Mini Project
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Theory Outline
Weeks Material Covered
Week 1 |3k g 4d U 5 gulad)
Week 2 | comtad) cili ¢Sa
Week 3 | il ol gbﬂ
Week 4 | 4&ijall pal @Y qilall (e Al a¥) s gl | uadldl) G gualad! A ) £152Y)
Week 5 | s gl 5 _sId)
Week 6 | gs)gilg JAY) laag
Week 7 | s1sils gl AY lasg
Week 8 | Bl 15l |, culitad) dadlaa 3aa g
Week 9 | 1 ke JS pladiod Tas s Lebualily ilial) Aa !
Week 10 | tes)sil Sl dakasi
Week 11 | i)y Qouladl o mal ) qunali 3,k
Week 12 | Lgilalxial g 4 gualad) cililal) £ i
Week 13 | a2l g e il g dnisall gal )
Week 14 [ <811 allad) & zeal ) (sl g @ guilad) Gl
Week 15 | dilas g oLl 4dS Aipan) A3y )1 g SN 3y )




Lab Activities

Weeks Material Covered

Week 1 | Jaddl) 3ale) 5 o guslad) pliha) 5 Jibed

Week 2[4 )90 gdau) s, cila 0 gSi il &) g il ghY) aa), g Jidill) Ui

Week 3 | gl ) Jsash 5 4lad) daild

Week 4 | akgeall Ja o clligfa g i) 9 gl 9 LI} iy iiSal) grdas

Week 5 | control panel 4«3

Week 6 | da i JS Janaldi g duwi 1) Agal sl 5 43) jran ad) 9 29

Week 7 | da) iy 292 g diese i byaa allaca (g S5 gald ) Ada ) 84 5 gl
Alsa g

Week 8 | hiill 5 a8 1) daaill i) ¢y gl As 539 dana g o) Gl | dadial) cililas)
Galll 5 feadll 9 LS dgay

Week 9 | (oSl sl ) Ulalea S 4855 S, 3 e , 7) 3 Aaill
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Week12 | daw) yidy 2 s g dicee i yyaa aliaca (g oS5 gald ) A i) U84 g gl
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This module will primarily focus on encouraging students to participate in the
activities, as well as refining and developing their critical thinking skills. This will
be achieved through lectures, tutorials, discussions, and grading activities.

— bl Qs -

Week Material Covered
Week1 Line and Circle Equation.
Week2 Functions (Domain, Range, Odd, Even, Types.)
Week3 The Limit and Continuity of a Function (Laws, At Infinity, Special Limits,
Continuity Conditions.)
Week4 Differentiation (Definition as limit, Differentiation Rules, Function-
Derivative Table.)
Week5 Differentiation Methods (Implicit, Logarithmic, The Chain Rule.)
Week6 Applications of Differentiation (Curve Sketching, L'Hospital's Rule.)
Week?7 Applications of Differentiation (Taylor and Maclaurin Series.)
Week8 Midterm Exam + Introduction to Indefinite Integrals.
Week9 Integration Methods (u-substitution, By parts.)
Weekal0 Integration Methods (Involving Trigonometric Functions, Trigonometric
substitution.)
Week11 Integration Methods (Integration of Rational Functions by Partial




Fractions.)

Week12 Integration Methods (Functions Involving Roots, Functions Involving
Quadratics.)

Week13 Definite Integral and Applications (Definite Integral, Area Under a Curve,
Arc Length, Average Value of a Function.)

Week14 Definite Integral and Applications (Areas Between two Curves)

Week15 Preparatory week before the final Exam
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Theory Outline

Weeks

Material Covered

Week 1

addicall dgal g dgng galall 3 gt el (Operating System): Jsdil) aUsie

340l AL ciladal (Program): gebidle
341 48 mali 3 (Process): 4ddeslle
(Cilaglail) g cililbnll 485 ¢4 )45 dalwa (Memory): 3_8)ille

Week 2

.o 5 295 Alee ol 20a3 (Process Scheduling): cibslea) 1 e
(g8 ga cdaitill a8 ¢ ala caa Jie Aleall <YL (Process State): 4xlead) dllae
gl e A ddlee (e ST JisS (Multitasking): algal) e

Week 3

eall i il Glecal lleal) 25 b (Synchronization): csl jille
ULl J gea dl) die clileal) o (1 jla3 s (Race Condition): <bibl) Ao dlbudle

Week 4

il 5 aUaill Lgarsing 3 5_SIA (Main Memory): A 5_S) e
1Y 5 SIA s (Partitioning): aswdille
Jad el G daluse gl (Fragmentation): 4 jaille

Week 5

BSIAL 2xialS () dalise alaaial (Virtual Memory): dsd) 538y 3 Siille
Ayl Y15 ,SIA apudi sas 5 (Page): Aaiuae
5 S e ) S daia f Lasl (Page Replacement): ciladuall Jissie

Week 6

oA dla g e clalall oats 44 )k (File System): <iilal) allaie
il o ad sas s (Fiile): cilale
oAl Glalae o clile e (g gias alaa (Directory): dialle




Week 7

) AY s JBaY1 8 jeal L oSty (1/0 Manager): gl AY/JAY) e
s e o i) 8 cdge il il L) (Interrupt): Aakiialle
bl 48 5 0y 545 dikie (Buffer): 4@ gall 3 Sl

Week 8

Az radl e Jsall gie (Protection): ealle
exiudl 4y 4 (e 3iall (Authentication): 4dsbaalle
) sall alasiul 4y (e uaa3 (Access Control): Jsa st 8 asaille

Week 9

Aagall lilexll 4 51 81 eUac) (Prriority Scheduling): 4xss¥) A saae
lleall jLial) 43 5k (Scheduling Algorithm): Agas 4 ) sie
sl daae ¢ Ailee IS lae) (Round Robin): 4dlall 4 gaslle

Week 10

)5 QLSS e Jarii 8 3¢al 4 sane (Distributed System): g sl sUaille
362 w5l Al se (Clock Synchronization): eyl ol sille
3 el Bae Lgaadiiy 3 ) s (Shared Resources): 48 jisall 2 ) salle

Week 11

) sall aladil aii (Resource Monitoring): 20 sal) 481 e
) s AT G Gllesll Jlaad Al (Deadlock): SaiaYle
Laill Jhaat Sl 5 1 (Deadlock Resolution): jada¥) Jae

Week 12

bl Jaiias 5 5eaY) (Input Device): Ay jlgae
2 = a3 s 3eaY) (Output Device): gl AY) Jgae
Jteall aSaty s 5 (Device Driver): Jaddl) gl ye

Week 13

e Gy 8 s of sy ol (Real-Time System): sdadl ¢l alaille

Ol e el cllead ailas (Temporal Scheduling): a3l 4 gaalle
Al Al Gy (Latency): sikille

Week 14

e (o gulall 3 3¢l lay 5 (Network): dSuille
56 Ow dual sill ac) 8 (Network Protocol): 48l JsS 535 e

Al ye o) sl Alasiul (Resource Sharing): <) sall 84S jLidle

Week 15

Aglad) Q\JJAAX\ J< a.’é.“)-ﬂ.
) tibead) A8 ya el Gl Ayt i) e Clinlaie
Al AU jcanvie

ool il




Theory Outline

Weeks

Material Covered

Week 1

Jeal) 4y 22 (VirtualBox + Ubuntu).
el Y1 Sl dgaly e Gl (Terminal).
o)l Linux 4asluY);

e pwd, ls,cd, clear, echo

Week 2

Calalaall g i) Cada g e L) el -

e touch, mkdir, rm, rmdir, cp, mv, cat, more, less
QQAM\ & d,ala.ﬂ\;

e chmod, chown

Week 3

Laalall dalall 8 el A
e &, fg, bg, jobs
Clalanl) 481 ya;
e ps, top, htop, kill, nice, renice

Week 4

e cron, crontab (sl aleall)

e at¢sleep

iy S (e A yaoe ol ol

Week 5

3 SIAl) SOt Al ya:

e free,vmstat, top
e < il Swap

Jie) 3_SIA Jilas & safh £ op)

Week 6

COpeddiiall <L)

e adduser,useradd, passwd
Q\.‘:w ;Luu\

e groupadd, usermod
Oeddiisall g chlalall s Sia,

Week 7

o=l S 53 (Mounting):

e mount, umount, df, du
:Aﬂd\id&itkgi
lalall oe Caanlle

e find, locate, which

Week 8

‘_,’_L:l:ﬁ;\“ é.m.ﬂ\;
e tar, gzip, rsync
e\ \'\"\“\1.\ ::\J‘\\'Q"“\ AJL;\H\\ G“u gu,j‘\cron_

Week 9

Ll A8l

e ifconfig, ip, ping, netstat, ss, traceroute
4S5l A8)

e iftop, nmap




Week 10

o ZI AY/JEY 336l e i yil;

1sblk, blkid, 1spci, 1susb, dmesg

o ol 33l b Ssilludevadm

Week 11

° Lf)m\ J\A;J\ 3 lal:

ufw, iptables (i)

o Jxaull &k (Logs):
/var/log/syslog, dmesg, journalctl

Week 12

o iy )Su LS hash Al jie Cllee pdiin,

o alall il (g) aleal) (el Sall 5,

Week 13

Jio Iapun & 5 e 2850 Ul Cal<s:

P PP A EN PG g PE TP TRGIV VY
8 2l 5553 SNl Sllend) 481 s,
e@_ﬂ.};)ua Alae ) g (peddioe L),

Week 14

o 5lSlas &l ol alaaial:

CPU scheduling simulator.
Memory management simulation.

o aedl ilelsi itipeadlock, Paging, &,

Week 15

o Lidari o ) iy Sl g el 5¥) JSTALGLS daal ya,
o salia e Al e jlidl:

a3 SIAL echlilaed) ccnlalall,

Windows Subsystem for Linux (WSL)alasswtWindows

el Y1 alaas MsWindows Subsystem for Linux (WSL) alasivl li€ey « Windowsalas Juads < 13)

Auleadl 3 5 iS5 L3 anliall
s diil) das

Windows: e WSL < 1

15S) 5 J g e PowerShell =81 o
wsl --install o

Windows.Jala Jaat (S il 8y e Jrasin el da

. e

Microsoft. ,2ie ceUbuntu) Jis Linux (A w82
Terminal. J) Jsdal la) 48 (eUbuntu &8 .3
e S gid A L) jal g1 axsiul 4

1s,pwd, cp,mv o
top,ps,kill o
chmod, chown o

: CI/JAA'J/

PowerShell. sCommand Prompt JM& (e 2l g Jeliil) iSas cUbuntu sSWSL Cuii d jaas o
ehtop Jie ddlia) el cufiy b
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Cybersecurity Essentials course aims to equip students with a solid
foundation in core cybersecurity concepts, including the CIA triad
(Confidentiality, Integrity, Availability), threat identification, and defense-in-
depth strategies. Students will learn to recognize common threats such as
malware, phishing, and DDoS attacks, while also exploring security
frameworks. The course emphasizes practical skills through hands-on
activities using tools like Wireshark, Kali Linux, and OpenSSL for network
security, vulnerability assessments, and data encryption. By the end, students
will be capable of applying basic security measures, understanding
cryptographic techniques, and managing secure systems and networks.



- (s Bl qailal) -

Theory Outline

Material Covered

Week1 Introduction to Cybersecurity: Overview of cybersecurity, its
importance, and key concepts.

Week 2 | CIA Triad: Core principles of cybersecurity: Confidentiality,
Integrity, and Availability

Week 3 | Security in Layers: Defense-in-depth strategy and the need for
multi-layered security

Week 4 | Threats & Vulnerabilities

Week 5 | Social Engineering Attacks: Human-centric attacks

Week 6 | Malware Types & Attack Vectors: viruses, ransomware,
Trojans, etc.

Week 7 | Authentication & Authorization

Week8 Access Control Models

Week 9 Mid-Term Exams and Review

Week 10 [ Identity and Access Management

Week 11 [ Security Policies: Importance of policies in guiding user
behavior and enforcing security

Week 12 | Endpoint Security: Securing devices like computers, mobile
phones, and 10T endpoints

Week 13 | Physical Security: Important, Types

Week 14 | Risk Management and Incident Response Identifying,
analyzing, and mitigating risks to an organization’s assets,

Week 15 | Final Assessment




~olenll el -

Material Covered

Week1 Case Studies on Data Breaches, Kali Linux

Week 2 | Implement Access Controls, Linux ACL

Week 3 | Implementing Layered Security, Firewall, IDS

Week 4 | Vulnerability Scanning, Analyze Malware, Nessus, VirusTotal

Week 5 | Phishing Simulation, SET (Social Engineering Toolkit), GoPhish

Week 6 | Analyzing Malware Using Cuckoo Sandboxes

Week 7 | Configure MFA, Google Authenticator

Week8 Configuring Role-Based Access Controls, Active Directory

Week 9 | Mid-Term Exams and Review

Week 10 | Implementing IAM in a System, FreelPA

Week 11 | Writing and Enforcing Security Policies, Templates, Guidelines

Week 12 | Configure Antivirus, Microsoft Defender

Week 13 | RFID, biometric systems, Set up IP cameras, monitor motion
alerts, Secure USB

Week 14 | Perform Risk Assessment, FAIR Model, Handle Incident,
Designing an Incident Response Plan, Playbook Exercise, ELK
Stack

Week15 | Evaluate Security, Complete Lab Test
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The objective of this course is to provide students with a foundational
understanding of relational databases and practical skills in using MySQL. By the
end of the course, students will be able to design, create, and manage databases,
perform basic SQL queries, and apply database concepts to solve real-world

problems.
- kil cuilal) -
& suad) Cla yial) Janalds

Introduction to Databases: Definition, purpose, types of databases,
introduction to MySQL.

2 Database Components: Tables, rows, columns, schemas, and
relational database concepts.

3 Creating Databases and Tables: How to define and create databases

and tables in MySQL.

4 Data Types in MySQL: Overview of commonly used data types (INT,
VARCHAR, DATE, etc.).

5 Inserting and Viewing Data: How to insert, update, delete, and
retrieve data from tables.

6 Simple Queries: Writing SELECT statements with basic WHERE
clauses and sorting using ORDER BY.

7 Introduction to Relationships: Understanding one-to-one, one-to-




many, and many-to-many basics.

JOINs: Overview and simple examples of INNER JOIN.

Aggregating Data: Using functions like COUNT, SUM, AVG, MIN, and
MAX.

10

Sorting and Filtering Data: Sorting results and filtering using
multiple conditions.

11

Normalization Basics: Understanding 1NF and 2NF for reducing
redundancy.

12

Indexes and Keys: Introduction to primary keys, foreign keys, and
simple indexing.

13

Basic Database Design: Steps to design a simple database schema
for real-world applications.

14

Review and Practice: Review all topics covered with examples and
discussions.

15

Final Project Discussion: Explanation of a project to apply all learned
concepts.

- laall Cailal -
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Install MySQL Server and MySQL Workbench. Explore the interface and
create your first database.

Create tables with different data types (e.g., INT, VARCHAR). Insert and
view simple data.

Perform basic CRUD operations: INSERT, UPDATE, DELETE, and SELECT.

Use WHERE clauses to filter data and ORDER BY to sort data.

Explore aggregate functions (e.g., SUM, AVG, COUNT) and practice
grouping data with GROUP BY.

Create relationships between tables using primary and foreign keys.

Practice INNER JOIN to combine data from related tables.




8 Design a simple database schema (e.g., for a library or online store).

9 Create a normalized database design (INF and 2NF).

10 Add constraints like NOT NULL, UNIQUE, and PRIMARY KEY to your
tables.

11 | Experiment with creating and using basic indexes for faster queries.

12 Start working on a mini project (e.g., a database for student records or
product inventory).

13 Continue project work: insert sample data and test relationships with
JOINs and queries.

14 Finalize the project: document database structure and prepare example
queries.

15 Present your project, explaining the design and demonstrating queries.
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The main objective of teaching "Digital Logic Design™ is to introduce students to
the principles of digital logic design and how to apply these principles in designing
and building digital circuits. This includes teaching students how to analyze and
design logic circuits using various tools and techniques such as logic gates,
Karnaugh maps, and other logical diagrams. The ultimate goal is to enable students
to understand how digital circuits work and to use this knowledge to solve
problems related to digital design while developing the logical thinking skills
needed in this field.

- kil sl

Weekly Syllabus
Material Covered
Week 1 | Number systems (decimal, binary, octal, conversions, operations)
Week 2 | Number systems (hexadecimal, BCD, conversions, operations)
Week 3 | Number systems (excess-3, gray code, conversions, operations,
complements)
Week 4 | Logic gates (AND, OR, NOT)
Week 5 | Logic gates (NAND , NOR, XOR, XNOR)
Week 6 | Logic simplification (Boolean theorem)
Week 7 | Logic simplification (Demorgan’s theorem)
Week 8 | Karnaugh maps (2-variables, 3-variables)




Week 9 | Breif Intro duction to Karnaugh maps (4-variables (SOP, POS, don’t
care))
Week 10 | Arithmetic operations (adder, parallel binary adder)
Week 11 | Arithmetic operations (subtractor, adder-subtractor circuit)
Week 12 | Arithmetic operations (decoder, encoder)
Week 13 | Arithmetic operations (Multiplexer, Demultiplexer)
Week 14 | Flip-flop types and operation
Week 15 | Synchronous and Asynchronous Counter
2\ SR T
Weekly Lab. Syllabus
Material Covered
Week 1 | Lab 1: logic gates (NOT, AND, OR)
Week 2 | Lab 2: Logic gates (NOR.NAND)
Week 3 | Lab 3: Logic gates (XOR, XNOR)
Week 4 | Lab 4: Boolean theorem
Week 5 | Lab 5: Demorgan’s law
Week 6 | Lab 6: Karnaugh map
Week 7 | Lab 7: SOP
Week 8 | Lab 8: POS, don’t care
Week 9 | Combinational circuit (half adder, full adder)
Week 10 | Combinational circuit (Half subtractor, full subtractor)
Week 11 | Decoder and Encoder circuits
Week 12 | Multiplexer and Demultiplexer circuits
Week 13 | Flip Flop Latch
Week 14 | Counters
Week 15 | Final-Term Exsams
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Equip students with knowledge about securing networks through access

control, firewalls, encryption, and intrusion detection.

ST - Vi FEVEN
Theory Outline
Weeks Material Covered
Week 1 Network Security Basics
Week 2 Common Network Attacks (DoS, MITM)
Week 3 Firewall Configuration
Week 4 VPNSs and Tunneling
Week 5,6 | Intrusion Detection Systems (IDS) and Intrusion Prevention
Systems (IPS)
Week 7 Network Vulnerability Scanning
Week 8 Wireless Network Security
Week 9 Mid-term Exams
Week 10 | Access Control Lists (ACL)
Week 11 | DDoS Protection
Week 12 | Network Encryption
Week 13 | Network Security Monitoring
Week 14 | Log Analysis
Week 15 | Final Review and Assessment
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Lab Activities

Weeks Material Covered

Week 1 | Explore Security Concepts

Week 2 | Simulate a DoS and MITM attack in a controlled environment
using tools like Hping3 and Ettercap.

Week 3 | Configure a firewall (e.g., iptables or pfSense) to block
unauthorized access and allow specific traffic.

Week 4 | Set up a VPN using OpenVPN or WireGuard and test secure data
tunneling.

Week Install and configure an IDS/IPS (e.g., Snort), and monitor alerts

5,6 for network intrusions.

Week 7 | Perform vulnerability scanning using Nmap and Nessus to identify
open ports and weaknesses

Week 8 | Set up a secure Wi-Fi network using WPA2 and test for
vulnerabilities (e.g., WPS cracking).

Week 9 | Mid-term Exams

Week 10 | Configure ACLs on routers and switches to control access based on
IP addresses and protocols.

Week 11 | Configure DDoS mitigation tools and monitor network traffic for
attack patterns.

Week 12 | Set up encrypted communications (e.g., TLS/SSL) and analyze
certificates using OpenSSL.

Week 13 | Use Wireshark and Suricata to monitor network traffic for security
events.

Week 14 | Collect and analyze logs from firewalls and IDS to identify
suspicious activities.

Week 15 | Practical Security Lab
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Equip students with web application penetration testing skills, including
identifying vulnerabilities like SQL injection, XSS, and CSRF.

- sl caila) -
Theory Outline
Material Covered
Weekl HTTP Basics and Web Application Security
Week 2 Introduction to Web Penetration Testing
Week 3,4 | overview of OWASP Top 10
Week'S | |nformation Gathering (Reconnaissance)
Week 6 | \/ylnerability Identification
Week 7| sQL Injection Attacks
Week 8 | cross-Site Scripting (XSS)
Week 9 | Mid-Term Exams and Review
Week 10 | csrE (Cross-Site Request Forgery)
Week 11 | authentication Issues
Week 12 | session Hijacking




Week 13

Bug Bounty Hunting

Week 14

Reporting and Documentation

Week 15

Final Project Review

~ohend) Gailad) -

Material Covered

Week1 Analyze HTTP requests/responses and identify potential security
headers (e.g., using Burp Suite).

Week 2 Set up a vulnerable web application (e.g., DVWA) and explore
different penetration testing tools

Week 3,4 | Identify the OWASP Top 10 risks in a given web app and
simulate common attacks (e.g., XSS, SQL.Ii

Week 5 Use tools like Whois, Nmap, and Shodan to gather open-source
intelligence on target domains.

Week 6 Perform vulnerability scans on a test web application using
OWASP ZAP or Nikto.

Week 7 Exploit SQL vulnerabilities on a test site (DVWA) to access
unauthorized data.

Week 8 Inject malicious scripts in web forms to steal cookies or modify
content. Burp Suite, DVWA

Week 9 Mid-Term Exams and Review

Week 10 | Craft a CSRF attack to execute unintended actions on a user’s
behalf.

Week 11 | Test for weak passwords, password reuse, and session fixation
attacks using a demo site.

Week 12 | Use tools like Wireshark or Burp Suite to capture and hijack
session cookies.

Week 13 | Simulate a bug bounty program; students find vulnerabilities
and report them responsibly.

Week 14 | Write a professional report summarizing identified
vulnerabilities and mitigation steps.

Week 15 | Conduct a Full Penetration Test on a Web Application
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Theory Outline
Weeks Material Covered
Week 1 | ¢ = o g aeie
o Lglipdaiy ol adl 5a o sgie
o vl 2850 ol S (Client / Server)
Week 2 | ® “si=tuHTML
o Ll ol
Week 3 o Jshaalls 2l gl g ool 5,
o =3l (Forms)
Week 4 | ¢ 2ieCss
o Ly, 3,k CSS & HTML
Week 5 o (3siall #3548 (Box Model)
o cilaaiill (Layout)
Week 6 o ilaiall aaaill (Responsive Design)
e Media Queries
Week 7 o (4 4a3ia JavaScript
o (8 daa ) cilulad JavaScript
Week 8 | ¢ & s DOM
o_&ilaaVl (Events)
Week 9 o Al e 381l (Validation)
o sl 4y el (53l (UX)
Week 10 | ¢ sl clald b desic (PHP S Node js)
o Cugll 8 Ll se) o seda
Week 11 | e <teiiphp
o lilall g da g ylll g col yuziall
Week 12 o lilul) saclay aﬁ}d\ Ly,
o sl MySQL
o &lsall gl bl
Week 13 o Ll s ziaill dles
Week 14 oi&hﬁu?\é&:é}d\@)

o ikl (Domains)

Week 15

53Lall AL ey
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Theory Outline
Weeks Material Covered

Week 1 [ @ J) ke e —

o ASY) e i (VS Code)

o dsiia Jsf sL33) HTML
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Week 3 o dnjlayddab by oLl

o cilily J1y CJLu aaral
Week 4 | & o=s=dl Gt

o Lshally o YL Sall
Week 5 o olaaiul Margin s Padding
Week 6 [ ¢ bieeisl b

o ddlide LIS o a8 gall 45 a3
Week 7 | ¢ e slisudis

o il e Jelil
Week 8 | ¢ taiell ssbin 5o

o cilasl ddlal (Click. Change)
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Week 10 | o s e s fabo 2y
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Week 11 | ¢ «Se LS PHP Aoy
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Week 12 gt g
Week 13 | ¢ chisd dasy) g
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Week 14 | ® b sl Ul a8 sall a3 a3

o el g gyl jaeas
Week 15 | #iddddais




